FAY BO «L|IEHTP FOC3KCMEPTU3bI MO BOPOHEXCKOW OBJIACTU»

MPUKA3

«30» guBaps 2019 roga Ne 3/7
Boponex

06 yreep:xaenuu Moamrukn GezonacHocTn HePCOHATBHBIX JaHHbIX

B cootsercTBru ¢ Koncrurynmeit Poceuitckoit ®enepanu, 1. 14 TpynoBoro xomekea
Poccuiickoit ®enepanuu, wactoro 1 wu 2, gacte 4 I'pakmanckoro Kouexca Poccuiickoii
Oenepaunn, Penepansabiv sakonom oT 27.07.2006 Nel52- @3 «O [IEPCOHANBHBIX JAHHBIX»,
OQenepanbubpiv 3akonom ot 27.07.2006 Neld9- @3 «O6 UH(POPMAIHH, HHOOPMAIHOHHEEIX
TCXHOMOTHAX H O sammre uupopmaumny, IlocraHosmenwem [Ipasuremsetsa Poccuiickoit
Qenepaunn or 01 HostOps 2012 roma Ne 1119 «0O6 YTBEPKICHHH TpeOOBaHHH K 3aluTe
TIEPCOHALHBIX NAHHBIX IPH HX 00paboTKe B MH(OPMALMOHHBIX CHCTEMAX IEPCOHANILHBIX
AQHHBIX», & TAKIKC JUL ONIPE/IENEHUA NOPsKa 0e30MaCHOCTH U 3aIATH MEPCOHATBHBIX JAHHBIX
usmueckux mun B FAY BO «lentp rocaKenepTussl mo Boponesxkckoit o6mactuy (namee —
Yupexnenue)

IPHKaA3HBalo:

1. Vreepaute ITomuTuky 6esonacHocTH IICPCOHANIPHBIX  JaHHBIX Y UPENKIEHMS
(mprnaraeTeA K HACTOSIIEMY TPHKA3Y).

2. KoHTpoJb 32 HCTIONHEHHEM HACTOSAIIErO IPHKA3A BO3IOIKATE HA MHCIIEKTOpA 110
KaJlpaM OpraHU3alHOHHO — PaBoBoro otnena bankuny E.H.

[Ipunosxenue:

IMonutuka 0e30mnacHoCTH [IEPCOHAIBHBIX TaHHBIX

Pykosomurens I1.B. Uepnos




Iomruka 6e3omacHocTn mepconanbHbIx Aaunbix CAY BO «IleHTp rocIKenepTH3BI MO
Boponexcekoii o6aacrmy» (qamee - «Yupexgenne)

1. Obmme nmonoxenus

1.1. lomuTuia Ge30MacHOCTH TIEPCOHATHHBIX TAHHBIX Yupexnenus (anee — [lomutnka)
ONPCACIACT OCHOBHBIE IIPUHIMIEL, HEITH, YCIOBHS U CIIOCOOBI GE30IIACHOCTH HePCOHATBHBIX
AaHHBIX, IEPEIHH CYOBEKTOB U 00padaTHBAEMEIX B YUperKIeHHH HEPCOHANBHBIX MaHHEIX,
dynrxumy Yupesknenus npu Gesonacuoctn IICPCOHANBHBIX TaHHBIX, IIpaBa CYOBEKTOB
TICPCOHATLHBIX NAHHEIX, & TaKKe Pealn3yeMble B Y UpeskIeHHH TpeGOBaAHMS K 3aMuTe
MCPCOHATBHBIX JAHHBIX.

1.2. Tlonutuka paspaborana ¢ yuerom TpedoBanuit Koncturyimu Poceuiickoii Deneparyn,
34KOHOMATE/IbHBIX H MHBIX HOPDMAaTHBHBIX NPABOBLIX aKTOB Poccuiickoii ®enepanuu B obnactu
NEePCOHANBHBIX TAHHBIX.

1.3. Tlonoxenus [TonMTHKHE CiTykaT OCHOBOMH myIs pa3paboTKu NOKAILHEIX HOPMATHBHBIX AKTOB,
PEITIAMEHTUPYIOTIMX B Y UPEIKAEHHH BOIPOCEH! 6€30NacHOCTH HepPCOHATBHBIX TAHHBIX
PAbOTHHKOB H APYIHX CYOGHEKTOB NEPCOHATBHBIX JAHHBIX.

2. 3aKOHONATETHhHEIE ¥ HHbIE HOPMATHRHLIC [IPABOBBIE aKThl POCCHICKORH Denepariu,
B COOTBETCTBHH C KOTOPLIMHE onpe/esseres [lomTaka Ge30nacHocTi epcoHanbHbIX TaHHBIX
Yupexnenus

2.1. TlonuTtuKa Ge30MaCHOCTH MEepPCOHATBHBIX JAHHBIX OTIPEIEIISAETCS B COOTBETCTBHH
CO CIIENYIONMMH HOPMATHBHBIMH IIPABOBEIMH AKTAMHU:

* Tpymosoii xomgexc Poccuiickoii Deneparuy;
e @enepaneHblif 3aK0d o1 27 urous 2006 r. Ne 152-®3 «O IICPCOHANIBHBIX TAHHBIX »;

* Yxa3 [Ipesunenta Poceuiickoit ®enepammn or 06 Mmaprta 1997 T.
Ne 188 «O6 yrBepyiennn llepeuns crenenuii KOH()HACHIMATEHOTO XapaKkTepay;

* nocranosienne [pasurenscrsa Poceuiickoit ®eneparmu ot 15 centabps 2008 r.
2 687 «O0 yrBepineHnn [TonokeHus 06 0COBEHHOCTIX 6e30MaCHOCTH IEPCOHANBHEBIX
AQHHDIX, OCYIIECTBNAEMOM O3 UCTIONB30BAHMS CPE/ICTE ABTOMATH3ALMN »;

* nocranosiexue [Ipasutenserra Poceuiickoi ®eneparm ot 6 uronst 2008 T
Ne 512 «O6 yrBepxnennn tpeboanuit k MarepUabHbIM HOCHTENISM OHOMETPHYIeCKHX
TCPCOHATLHRIX TAHHBIX ¥ TEXHOTOTHAM XPaHEHH: TAKUX JAaHHBIX BHE HHMOPMAIHOHHBIX
CHCTEM IIEPCOHANBHBIX JaHHEBIX Y,

* nocranosienue [Ipasurenscrra Poccuiickoit denepamuu ot 1 Hos0ps 2012 1.
Ne 1119 «O6 yrBepikaenun tpefosanuii K sammure NEPCOHANBHEIX JJAHHBIX [IPH
uX O€30MaCHOCTH B HH(OPMALHOHHBIX CHCTEMAX II€PCOHAIIBHBIX JAHHBIX ),

* npukaz PCTOK Poccun Ne 55, ®CB Poccuu Ne 86, Mununbopmesasu Poccrn Ne 20 o1
13 despans 2008 r. «O6 yreepsxaennn Hopsnka npoBenenus knaccudukanun
HH(OPMALMOHHEIX CHCTEM [IEPCOHATBHBIX JAHHBIX;

* npuka3 PCTOK Poccru ot 18 deppamst 2013 1. Ne 21 «06 YTBEPIKIEHUH COCTABA
H COJEPIKAHHsl OPraHH3AIHOHHBIX U TEXHHYECKHX MEP MO 06CCIEYeHHIO Ge30MaCHOCTH
TIEPCOHAILHBIX MAHHbIX IPH MX OC30NAaCHOCTH B MH(POPMAIIHOHHEIX CHCTEMAX
NEPCOHANIBHBIX TAHHBIX »;



 npukas Pockomuanzopa or 05 ceHT6pst 2013 1. Ne 996 «O6 yreepxknenun TpeboBanmii
H METO/I0B 110 00€3IHYHBAHIIO MEPCOHANBHBIX JAHHLIX Y,

*  HMHBIC HOPMATUBHEIE NPABOBEIC akThl Poccuiickoit Penepanmu 1 HopMaTHBHbI
AOCKYMEHTEI yIOIHOMOYEHHbIX OPTaHOB rOCYIapCTBEHHON BIACTH,

2.2. B nensx pealu3auy MoIoKeHuit [ToHTHKY B Vupexienun pazpabaTbiBaroTCs
COOTBETCTBYIOMIME JIOKAILHEIC HOPMATHBHBIE AKThl M HHBIE JOKYMEHTBIL, B TOM YHCIE:

o Jlomoxenue o 6330H8_CHOCTPI TIIEPCOHATIBHBIX TAHHBIX;

e Tlonoxenne 06 obecnedenny 6e30macHOCTH NEPCOHANBHBIX JAaHHBIX NIPH UX 3aIUTE
B HH()OPMALHOHHBIX CHCTEMAax NEPCOHANILHBIX NAHHBIX YUpeKIeHus;

* Ilepeuens nomxuocTei cTpyKTYpHEIX MOJIpasfeNeHuH Y upeskaeH s, IPH 3aMelIeHAM
KOTOPBIX OCYIIECTBIISETCA 3aIIHTa 1 00paboTKa [HepCOHATBHEIX JAHHBIX;

* PEerIaMeHThbl OE30TMaCHOCTH MEPCOHANBHBIX JAHHbIX CTPYKTYPHBIX IOJpas/ieNeHHi
Yupexnenus;

® HHEBIE JIOKAJIEHBIC HOPMAaTHBHLIC aKThl U OJOKYMCHTBHI, PCTIIaMEHTHPYIOIIUE B quemz[eHHH
BOITPOCHI Oe3omacHocTH IIEPCOHAIBHBIX JTAHHBIX.

3. OCHOBHBIE TePMHHbI U OTIPEIETCHNMS, HCIIOJIb3YEMBIC B JIOKATBHBIX HOPMATHBHBIX AKTAX
YupesIeHns, pernaMeHTupyIonmx BOIPOCH! 0€30HACHOCTH NMEPCOHAIBHEIX TAHHBIX

[TepconanbHeie nanHble — sr0Gas HH(pOPMALHUS, OTHOCSIIASCA K IPAMO HIIH KOCBEHHO
OIPEACICHHOMY HIIH OTIPENENAEMOMY PusnaeckoMy muny (cy6bekTy IIEPCOHAIIBHEIX JIAHHEIX ).

Wudopmanms — cenenus (coobmenus, JIAHHBIC) HE3aBUCHMO OT (hJOPMBI HX IIPECTABICHIU.

Onepatop — rocynapcTBeHHBI OpraH, MYHUIHIATHHbL OpraH, IOPHIUYECKOE WK PU3HUECKOe
JHIO, CAMOCTOATEMBHO WITH COBMECTHO ¢ JIPYTHME JTHIAMHA OPTaHH3YIOIIHE 1 (nmm)
OCYIIECTB/IAIOMIME 00PabOTKY HepCOHATBHBIX JIAHHEIX, 4 TAKKe ONPEAEAIONINE 11E/IH
0€30MaCHOCTH IepCOHATBHBIX JAHHBIX, COCTAR IICPCOHANBHBIX JaHHbBIX, OIIEHKANTUX
GesomnacnocTw, JAelcTBus (oneparun), COBEpIIAEMEIE C IEPCOHANILHEIMH MAHHBIMH,

Be3omacHoCTE epconanbHEIX TaHHbX — ToGoe AeicTBHe (ONepaliks) UM COBOKYIIHOCTE
AeHCTBUH (Orepanuif), cCoBepIIaeMEIe ¢ HCITOTb30BAHUEM CPeICTB aBTOMATH3AIMH HITH O3
HCHONL30BAHHUS TAKHX CPE/ICTB C NEPCOHANBHBIMU JAHHBEIMHE, BKIIOYAs] cbop, 3anuce,
CHCTEMATH3AIMIO, HAKOIICHHE, XPAaHEeHHE, YTOUHEHHC (oOHOBTICHEE, H3MEHEHNE), H3BIECYECHHE,
MCHOIB30BaHME, Iepeaady (paclpocTpaneHue, IIPEIOCTABIIEHNE, TOCTYI), 00€3THYNBaHHE,
OnokupoBaHue, ynanenue, YHHUTOKEHHE NEPCOHAILHBIX TAHHBIX.

ABTOMaTH3upOBaHHas Be3omacHocTs IIEPCOHANBHBIX NaHHBIX — Be30MacHoCTE epcoHaTbHEIX
JAHHBIX € TIOMOIIBIO CPEACTB BRIYACIUTETLHON TEXHHKH,

HpeHOCTaBﬂeHI/Ie TIIEPCOHAIBHEIX TaHHBIX — ﬂeﬁCTBHH, HallpaBJIEHHBIE HA PackpeITHC
INepCOHATIBHLIX JAHHBIX OIIpEeNCJICHHOMY JIHITY WA DHpeI[EJTeHHOMy KpyTry JIHL.

PacnpochaHeHHe IICPCOHAIBHLIX JAHHBIX — ILeﬁCTBHH, HampapJICHHBIE Ha PacKpeITHE
NEPCOHAIILHBIX TAHHBIX HCOIIPEICTICHHOMY Kpyry JIvil.



Tpancrpanmunas nepenaua HEPCOHANBHBIX TAHHBIX — [IEPeada MePCOHATBHBIX TAHHEIX
Ha TCPPUTOPHIO HHOCTPAHHOIO TOCYAAPCTBA OPTAHY BIACTH HHOCTPaHHOI'O TOCYIapCcTBa,
HHOCTPaHHOMY (DU3HUYECKOMY JIMIY MK HHOCTPAHHOMY IOPHIHIECKOMY JIHILY.

briokupoRanue nepcoHaNTbHBIX TAHHBIX — BPEMEHHOE NpeKpalieHre 6e300acHocTH
IEPCOHATIBHBIX TAHHEIX (32 UCKITIOUEHHEM CIIY4YaeB, KOrIa Be3onacHocTs HEoOXOomuMa
AT yTOYHEHUS IEPCOHATBHBIX TAHHEIX),

yHH'—ITO}KeHHe IIEPCOHAIBHEIX TaHHBIX — ,Hef{CTBHH, B PEC3YIBTATE KOTOPBIX CTAHOBHUTCS
HEBO3MOXKHLIM BOCCTAHOBHUTE coecpiKaHue INICPCOHAILHBIX JaHHbLIX B HH(i)OpMaLU/]OHHOI;’I
CHCTEME ICPCOHAILHBIX TaHHBIX U (HHH) B pE3yJIbTaTe KOTOPBIX YHHYTOMKAIOTCI MaTepUalibHEIC
HOCHUTEH NIEPCOHANBHBIX NAHHEIX.

O6e3nuuuBanie epCOHATLHBIX JAHHBIX — ACHUCTBHS, B Pe3yNIbTaTe KOTOPBIX CTAHOBUTCH
HECBO3MOXKHBIM 0€3 HCIONL30BAHMIS NOMOMHHTETBHOM MHOOPMAINH OIPE/ICIHTD
TIPHHANICHHOCTE TIEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY [epCOHATBHEIX AAHHDIX.

HUndopmarnmonHas cucreMa mepcotanhHbIX TaHHEX — COBOKYITHOCTB CO/ICpIKALINXCS B Oazax
AGHHBIX NIEPCOHAIBHBIX IAHHBIX B 00eCIeYHBAIOIIKX HX 06paGoTKy HHQPOPMATTMOHHEBIX
TEXHOJIOTHH H TEXHHYECKHX CPEJICTB.

4. Ilpuarmmne! u nenu 6e30MacHoCTH NEPCOHATIBHBIX JIaHHBIX

4.1. Yupexnenue, sBnssice OIICPaTOPOM IIEPCOHANBHEIX JAHHBIX, OCYIIECTRIISET 0bpaboTky
IEPCOHAILHEIX JIAHHBIX PAOOTHHKOB YUpeskieHus u Apyrux CYOBEKTOB MEPCOHATBHBIX JAHHEIX,
HE COCTOSIIMX C YUPERJEHUEM B TPYIOBBIX OTHONICHHSX.

4.2. 3ammuTa epcoHanbHBIX JaHHBIX B YUPEHKJIEHUH OCYILIECTBISETES ¢ YIETOM HEOBXOTHMOCTH
obecIIe9eH s 3aIUTEI IPaB ¥ CBOGO. PAGOTHUKOR YupesKIeHus i Ipyrux cyonekTos
IIEPCOHATLHEIX IAHHEIX, B TOM YHCIIC 3AIHTEL IPABa HA HEMPAKOCHOBEHHOCTh YaCTHOI JKHU3HH,
JIMYHYIO 0 CEMEHHYIO TalHY, HA OCHOBE CIIEAYIOMMX IPHHIAIIOB:

e 3ammuTa NepcOHANLHBIX JAHHBIX OCYHICCTRIISIETCS. B Y UpEiNeHHH Ha 3aKOHHO
H CIIpaBeIHBOH OCHOBE;

e 3ammra [NEPCOHAITBHBIX JaHHBIX OTpaHUYHBAETCA MOCTHIKEHHEM KOHKPETHEIX, 3apaHee
OIIPEIE/ICHHEBIX U 3aKOHHEIX ueﬂeﬁ;

°® HEC AOIYCKaeTcqa 3almMTa IIEPCOHAIBHBIX HAHHEIX, HECOBMECTHMAA C EIAMHA c60pa
NePCOHAJIbHBIX JAHHBIX;

® HE JOIIyCKaeTcd OGBG,HHHGHHe 0as HaHHBIX, coOoepKaux IIEpPCOHATBHEIE TaHHELIE,
bezomacnocTs KOTOPBIX OCYUIECTBIISAETCS B Oersax, He COBMECTHMBIX MEXay CO601>1;

° SallUTe TOMIEKAT TONBKO MEePCOHANBHEIE JaHHEIE, KOTOPHIE OTBEYAIOT HelIsM
ux 0bpaborke;

* conepxanme ¥ 00beM 06pabaTHIBAEMBIX TTEPCOHATBHBIX JAHHEIX COOTBETCTBYET
3aABJICHHBIM Le/IAM OezomacHocTi. He nomyckaercs H36bITO9HOCTE obpabarsiBaeMbIx
IIEPCOHABHBIX TAHHBIX M0 OTHOIUEHHMIO K 3aSBICHHBIM IIEJISM HX OesomacHOCTH;

¢ 1IPH 3allIATE IIePCOHANBHBIX JaHHBIX obecmeynBaioTcs TOYHOCTE IIEPCOHABHBIX JaHHbIX,
HX TOCTATOYHOCTE, 4 B H€O6XOI[I/IMBIX CIydasX U aKTyaTbHOCTE 10 OTHOMICHHK K Leam
6630H8.CHOCTH IIEPCOHAIBHLIX JaHHBIX, YqPE)K,HCHHEM OPHHHEMAIOTCH HCO6X0,HHMBI€



MEpPEI THO0 obecrieunBaeTcs HX TIPDHHATHE II0 YAAIECHHUIO UTH YTOUHCHHIO HETIOJIHBIX WIIHA
HCTOYHEIX IIECPCOHAIBHBIX JAaHHBIX,

XPAHCHHUC TIEPCOHATBHBIX JAHHLIX OCYIICCTBILIETCA B (hOPME, M03BONSIONIEIH OTIPELIENNTR
CYDBEKTA IIePCOHATBHBIX JAHHbIX, HE MOJIBIIIE, YeM TOTO TPeOYIOT 1enu 6e30macHoCcTH
IIEPCOHATIBHBIX NaHHBIX, CITH CPOK XPAHCHUS MEPCOHATBHBIX JAHHBIX HE YCTaHOBJIEH
(henepabHEIM 3aKOHOM, OTOBOPOM, CTOPOHOH KOTOPOTO, BBIOAOIPHOOPETATEIIEM HITH
TIOPYYHUTENEM 110 KOTOPOMY ABIIsfeTCS CYOBEKT IEPCOHATBHBIX TAHHBIX;

00pabaTkiBaeMEle IEPCOHANBHbIE TAHHbIC YHHUTOKAOTCH MO0 00e31MynBaoTes
TIO MOCTHIKEHUY LEci 0e30MaCHOCTH WIIM B CITydae yIpaThl HeoOX0IHMOCTH
B IOCTIOKCHUH STAX LIENICH, €CIIH HHOE HE TIPelyCMOTPEHO (heaepatbHBIM 3aKOHOM.

4.3. IepcouansHple TaHHBIE 00pabaTHIBAIOTCA B YUPEHKICHAN B 1EIAX:

obecnedeHus cobmoneHms Koncrurymmu Poccuitckoit Denepanyi, 3aKOHOJATEIBLHBIX
M MHBIX HOPMAaTHBHEIX MPAaBOBBIX akToB Poccuiickoit Oeepariini, nokaabHbIX
HOPMaTHBHBIX aKTOB YUpeKIeHms;

OCYMIECTBICHHS QYHKIUH, MONHOMOUMI U 0653aHHOCTEH, BO3TOKEHHEIX
3aKoHoatTenscTBoM Poceniickoii Deneparnu Ha YupexaeHue, B TOM qucIie

10 MPENOCTaBICHHIO ICPCOHATILHBIX JAHHBIX B OPraHbl TOCYIAPCTREHHOM BIACTH,
B [lencnonnstit Gponn Poccuiickoit Genepanuu, B DonJL COUMATBLHONO CTPAXOBAHMUS
Poccuiicko#t @enepannu, 8 degepansubiii (bona 06513aTENBHOr0 MEIUITHHCKOTO
CTPAaXOBAHMS, A TAKKE B HHBIE TOCYAAPCTBEHHBIE OPTaHbL;

PETyIMpOBaHHA TPYNOBBIX OTHOIICHUH ¢ pabOTHUKAMH YUpeikIeH s (ConeHCTRIe

B TPYIOYCTPOACTBE, 00yUEHHE U IPOABIIKEHHE 110 cnyx0e, obecrieuenue MHUHON
0e30naCHOCTH, KOHTPOJIb KONHYECTRBA M KAYECTRA BLITOIHAEMOM paboTsl, obecnieyeHue
COXPAHHOCTH HMYIIIECTBA);

NIPENOCTABIEHHS PaOOTHAKAM YUPEIN/IEHIS B WIEHAM WX ceMel JIOMOMHHTEIbHELX
TapaHTHi K KOMIEHCALMH, B TOM YHCIIE HErOCYIapCTBEHHOTO TEHCHOHHOrO obecrieuenus
HOOPOBOIBLHOIO MEIHIIMHCKOTO CTPAXOBAHHUS, MEIMIHHECKOrO 0OCITY)KHBaHHUS U JIPYTHX
BU/IOB COIMMAIBHOTO OOECIIeYeHHUSI;

2

3alIUTEI XKHU3HHA, 3J0POBES HIIH UHELIX JXU3HEHHO BAKHBIX HHTEPECOB CyG’BGKTOB
IIEPCOHANBHBIX JaHHBIX;

NOATOTOBKH, 3aKITHOYCHMSI, HCIIOJTHEHNUS H HPCKpanieHusa NOroBOpoOBs ¢ KOHTparcHTamHu,

obecreyeHus ITPOIIYCKHOTO M BHYTPH 00BEKTOBOTO PEKUMOB Ha 0OBEKTaX B
YdapeskaeHuu;

(GopMHPOBaHKS CIIPABOYHBIX MAaTepHalloB U BHYTPEHHEro HH(OPMALIHOHHOTO
obecreyenus neaTebHOCTH Yupeienns;

HUCIIOTHEHU A CyHGGHbIX AKTOB, aKTOB JPyIUx OPraHoB MIIH JTOIKHOCTHLIX JIHII,
HOJUICKAITHX MCIOTHEHHIO B COOTBETCTRHH C 3aKOHOAATENBCTBOM PoccHiickoit
(I)e):[epaupm 00 HCITOJITHHUTEIbHOM IIPOH3BOACTBE;

OCYIICCTBICHHUS ITPaB U 3aKOHHBIX HHTEPECOB Yt}pemneHHs{ B paMKax OCYNIECTBIICHUA
BHIOB JICATCILHOCTH, IIPENYCMOTPEHHBIX YerasoMm u HWHBIMH JIOKAJIBbHBIMH

HOPMATHBHBIMH aKTaMu Y 9P IECHUS, UIN TPETHUX JHI JIHOO NOCTHIKEHHS OOIIECTBEHHO
3HAYHUMBIX LICNei;



® B HHBIX 3aKOHHBIX LIEJIIX.

5. Ilepeuenp cyGBeKTOB, MEPCOHATBHBIE TAHHEE KOTOPBIX 06pabaThiBaroTcsa B Yupeskienun

5.1. B Vupexnenuu o6pabdarsisarorcs TIEPCOHANIBHBIE TAHHBIE CTIE/YIONINX KATETOpHil
CyOBeKToB:

* PabOTHHUKH CTPYKTYpPHBIX TIOApA3/eeH I Yupexnenus;

* JIpYTHE CYOBEKTHI IEPCOHATLHBIX TAHHBIX (U1 0BeceueHus peanusanuy mnenei
Oe30macHOCTH, YKa3aHHBIX B paznene 4 ITomuTukn).

6. Ilepeuens MepcoHaLHBIX JaHHDIX, obpabarsiBaeMbIX B YupexKaeHnn

6.1. Tlepeyuens EPCOHANEHBIX JaHHBIX, 00pabaTeIBACMBIX B YUpesKIeHHH, OIIpeIesIeTCs

B COOTBETCTBHH € 3aKOHONaTeNbCTBOM Poceniickoit Memepamuy u nokansHbmMu HOPMAaTHBHBEIMH
AKTaMH YUpeskIeHNUS C YYETOM Lielieil He30IacHOCTH IIEPCOHANBHBIX TAHHBIX, YKAZAHHBIX

B pasznene 4 Ilonutuku.

6.2. Be3omacHoCTh ClenuaTBHEX KaTeropui NepCoHaNbHBIX TaHHBIX, KACAFOIIMXCS PACOBOL,
HAIHOHAILHON IIPHHAUIEKHOCTH, IOTUTHIECKHX B3TIIAIOR, PENUTHO3HBIX HIIH (QHI0CO(CKHX
YOEKICHNH, HHTUMHOI JKH3HY, B YUpexIeHHH HE OCYIMIECTRIACTCA.

7. OyHKUME YUpEKICHUS IPH OCYILECTBICHAN 5E301aCHOCTH MEPCOHANBHBIX JaHHBIX

7.1. VapexneHue npu oCyIecTBICHAA 6e30TaCHOCTH [EPCOHANBHBIX JaHHEIX

* TIPHHIMACT MEPBI, HEOOXOMMBIE U JOCTATOUHEIC JTs 0GeCe e M BEINOMHEHHS
TpeboBaHu 3aKoHOIATENBCTEA PoCCHIECKOI Denepalyy U I10KATbHBIX HOPMAaTHBHEIX
aKTOB YUpeKaeHus B 00JacTu NEPCOHAIBHBIX JaHHBIX

* TPUHUMACET NPABOBLIE, OPTAHA3AMOHHBIE U TEXHUYECKHE MEPBI TS 3alIAThI
TICPCOHATBHBIX TAHHBIX OT HENPABOMEPHOTO HITH CITYYANHOro JOCTYIIA K HIM,
YHAHTOKCHUSA, H3MCHCHHUS, OTOKMPOBAHNS, KOTIHPOBAHHS, TIPEOCTABICHHIS,
PACHPOCTPAHCHUA IEPCOHANLHBIX IAHHBIX, & TAKXKE OT MHBIX HENPABOMEPHBIX JeHCTRII
B OTHOIICHHH NE€PCOHANBHBIX JAHHBIX,

* HA3HAYacT JMILO, OTBETCTBEHHOE 3a OPTraHA3ALMIO M 3AlUTY IePCOHAIBHEIX JIAHHBIX
B YUpeKIeHHUH;

*  M3/1aCT JIOKANLHEIE HOPMATHBHEIE AKTBI, ONPEC/ISIONINE TONHTHKY 1 BOIIPOCEI
0€301IaCHOCTH H 3aIUThI IEPCOHANLHBIX JAHHBIX B Yupexaennu;

* OCYIICCTBIAET O3HAKOMIICHHE PabOTHUKOB YUpesk/eHus, HEIIOCPENCTREHHO
OCYMIECTBILIIONINX 00paboTKY MepPCOHANBHBIX JAHHBIX, C TTOJTOKEHUAMM
3axoHonaTenscTBa Poceuniickoit @enepanun u NoKaIbHBIX HOPMAaTHBHBIX aKTOB
YUpeskJIeHNs B 00JTaCTH TIepCOHATBHbIX TAHHBIX, B TOM 9HCIIE TPeOOBAHMAMM K 3aLIUTe
TICPCOHATIPHBIX TAHHBIX, H 00yYEeHHE YKA3aHHBIX pabOTHHKOB,

* IYONMKYeT MIIH HHBIM 06pa3oM obecreunpaer HEOTPAHUICHHBIH JOCTYII K HACTOSIIEH
ITonmuTuke;

* COODIIACT B YCTAHOBIEHHOM HOPSI/IKE CYOLEKTaM [ICPCOHAIBHDIX HAHHBIX WX
VX IIPEACTABATENAM HHYOPMAIIHEO O HATMYNH TICPCOHABHBIX JIAHHBIX, OTHOCSTIIMXCS



K COOTBETCTBYIOWIMM CYOBEKTaM, ITPEAOCTABIISET BO3MOYKHOCTE O3HAKOMIICHUS C YTHMI
TICPCOHATEHEIMH JIAHHBIMU IIPH 0OpaIeH ! U (HIIH) NOCTYILICHAH 3alpoCOB YKa3aHHBIX
CYOBEKTOB IIEPCOHATBHBIX JAHHBIX HIIH MX IIPEACTABUTEIIEH, €CIIM HHOE HE YCTAHOBIEHO
3aKOHOOATEBCTBOM Poccuiickoit Oenepanmn;

* HpeKpan@er o0paboTKy U YHHUTOXAET NEPCOHATIEHBIE TaHHEIE B CIIy4asX,
NpenyCMOTPEHHLIX 3aKOHOIATENLCTBOM Poccuiickoii Denepanuu B o6nacTu
NEPCOHATBHBIX JAHHEIX

* COBCPIIACT MHbIC NCHCTBHSA, NPENyCMOTPEHHEIE 3aKOHOIATELCTBOM PoccHitckoi
Dejiepaniy B 061aCTH NEPCOHATBHBIX JIAHHBIX.

8. Yenosus 06paboTku mepcoHansHbX TaHHbIX B Yupexaennn

8.1. O6paboTKa nepcoHaNBHBIX TAHHEIX B VupexxaeHnn ocymecTBISIeTCS ¢ COrTachs cyOnekTa
TICPCOHATIBHBIX NAHHBIX HA 00pabOTKY €ro IepcoHATbHBIX JAHHBIX, €CITH HHOE He
[IPEAYCMOTPCHO 3aKoHOaTenbCTBOM Pocceniickoit ®enepanuu B o61acTy IIEPCOHANBHBIX
TAHHEBIX.

8.2, Yupexnenne Ge3 cormacus cyGnexTa [IEPCOHAIILHBIX TAHHLIX HE PACKPLIBAET TPETHHM
JMLAM B HE paCIPOCTPAHSET NIEPCOHANBHEIE JAHHEBIC, SCIIH HHOE He IIPEYCMOTPEHO
(penepanbHBIM 3aK0HOM.

8.3. Yupex/ieHue BIipase mopyunTs 00pabOTKY IePCOHANBHBIX JAHHBIX APYrOMY JHILY

C COTacHsl CyOBbeKTa MePCOHANBHBIX MAHHBIX HA OCHOBAHMH 3aKIOYAEMOT0 ¢ YTHM JIHIIOM
AoToBOPA. JloroBOp MOJKEH COJepIKaTh IepeteHb nefcTBri (omeparmit) ¢ mepcoHanbHBIMU
AAHHBIMHA, KOTOPEIE OY/IyT COBEPIIATHCS JIMLIOM, OCYIIECTRISAFOIIHM 00paboTKy nmepcoHabHEIX
AGHHBIX, TIe)IH Oe30MacHOCTH, 06S3aHHOCTE TAKOTO JIMIA COBIIONATE KOH(pHIeHINATLHOCTE
ICPCOHAJIBHBIX TIAHHBIX M 00ECIeYHBATE Ge30NacHOCTh IePCOHATBHBIX JAHHIX pu

uX 00paboTke, a TakKe TPEGOBARKS K 3AUTHTE 0OPAOATHIBAEMBIX MEPCOHANIBHEIX JIAHHBIX

B COOTBETCTBHY CO CTaThel 19 Denepansroro sakona «O MepcoHaTBHEX TAHHEIX.

8.4. B uensix BHyTpeHHEro HHOPMAIHORHOTO 06eCIe eHIs YupeKIeHHe MOKET CO31aBATE
PHYTPCHHNE CIIPABOMHBIC MaTePHaIbl, B KOTOPbIE C IHCEMEHHOTO COITACHS CYOheKTa
IIEPCOHANILHBIX TAHHBIX, €CIIM HHOE HE IIPENYCMOTPEHO 3aKOHOIATENLCTBOM Pocciickoit
Qefepalu, MOTYT BKIIOYATHCS €10 (haMHIIHS, HMS, OTYECTBO, MECTO PabOTEL, MOKHOCTE, TOT
1 MECTO POKACHUS, afipec, abOHEHTCKUE HOMep, afpec BNEKTPOHHOH IMOYTEI, HHEIE
TIEpCOHANTBHBIC IAHHBIE, COOOIIaeMbIe CyGBEKTOM IEPCOHANBHBIX JaHHEIX.

8.5. locTyn x 0B6pabaTeiBaeMBIM B YUpeKkIIeHUH TTepPCOHATBHBIM JAHHBIM PaspelnaeTcs TOIBKO
PabOTHHKAM, 32AHUMAFOLIUM JOIDKHOCTH, BKITIOUCHHbIE B HIEpeveHb JOIKHOCTEH CTPYKTYPHBIX
MO/IPA3IENEHMM, TIPH 3aMEICHNH KOTOPBIX OCYIIECTRAACTCS Be30nacHoCTE HEPCOHATBHBIX
ITaHHBIX.

9. Tlepeuens TeUCTBHM C IEPCOHANLHBIMY JARHBIME U CIIOCOGAT ux Oe3onacHocTH

9.1. Yupexxnenue ocymecTruser cOOp, 3dHCh, CHCTEMATH3ALIHIO, HaKOIUIEHUE, XpaHeHHe,
yrounenue (0OHOBJIEHHE, U3MEHEHHUE ), H3BIICUYECHHE, MCIIONB30BAHKE, Iepenayy
(pacpocTpaHenue, penocTaBIcHHUe, moctym), obe3THanBanme, 6I0KHPOBAHHE, ylajeHue
U YHHYTOXCHHE IEPCOHATBHEIX TAHHBIX.

9.2. be3onacHOCTh MEPCOHATHHBIX TAHHbIX B YUpexIeRun 0CYIECTRIACTCA CIIeLYONTIMA
crocodamu:



Hea.BTOMaTHSHPOBaHHaH besonacunocts OEPCOHANBHEIX JaHHBIX;

aBTOMATH3MPOBaHHas be3onacHoCTs mepcoHaTbHBIX TAHHbLX ¢ nepeaavyel noayueHHoH
UH(pOpMAaIIHH 110 HH(pOPMaIHOHHO-TEIEKOMMYHHKALMOHHBIM CETSIM HITH 6e3 TaKOBOI;

cMelllanHas be3onacHocTs IIE€PCOHATIBHEBIX NAHHBIX.

10. ITpaBa cyOBeKTOB ePCOHANLHEIX TANHbIX

10.1. Cy6BeKThr mepcoHaTbHBIX TAHHBIX HMEFOT IIPAaBO Ha:

NONHYIO HHPOPMALHIO 00 UX IepCOHATBHBIX JIAHHBIX, 00pabaThIBaeMbIX B Y UpexIeHuu;

AOCTYIL X CBOMM NEPCOHANBHEIM JAHHBIM, BKIFOYAs IIPABO HA TOIYYEHHE KOMHH 110601t
3aIlHCH, CONEPIKAIIeH MX IICPCOHATbHBIE JAaHHbIE, 38 HCKIIOUCHHEM CIIy4aes,
NPenyCMOTPEHHBIX (DeNePAIBHEIM 3aKOHOM;

YTOYHCHHE CBOHX NEPCOHANLHBIX JIAHHEIX, HX OJOKHPOBAHME HITH YHUYTOKEHHE B Cliyuae,
CCIIH MEePCOHANBHEIC JAHHBIE ABJLIFOTCS HEMONHBIMH, YCTapeBIIMMHU, HETOYHLIMH,
HE3AKOHHO IOYYEHHBIMH HITH HE SBISIOTCS HEOOXOUMEIMHE JUIS 3asBlIeHHON LeJIH
OezomacuHocTy;

OT3BIB COTIaCH:A Ha 00paboTKy MePCOHANBHBIX HAHHBIX;
HPHHATUE IPELYCMOTPERHEIX 3aKOHOM MeD IO 3allUTE CBOHX IPaB;

0OKalTOBaHHE NEHCTBHA WK Ge3elcTBIS Y4pexnenus, oCyIecTBIIeEMOro

C HapylIeHHeM TpeboBaHMH 3aKOHOAATebCTRA Poceritckoi Denepanuu B 061acTH
TNEPCOHANLHBIX TAHHBIX, B YIOIHOMOYEHHBIH OPraH 1o 3alIHTe IPaB cyOBEKTOB
NEPCOHANBHBIX JAHHBIX HITH B CYI;

OCYIIECTBIICHUE MHBIX NMPAB, [IPeTyCMOTPEHHBIX 3aKOHONATEILCTEOM Poccuiickoi
Denepariy.

11. Mepsr, mpuHIHMaeMble YUpexaeHuem i obecedeus BEITIOJIHEHHSA 00s3aHHOCTElH

OTepaTopa Npu Oe30MACHOCTH MIEPCOHATBHBIX JAHHBIX

11.1. Mepsl, HeOBXOAUMEIE H TOCTATOUHEIE JJ1 00eCIIeYeHHA BBIMOTHEH TS Yupexnenuem

obs3anHOCTEH OmepaTopa, HpEayCMOTPEHHBIX 3aKOHOOATENRCTBOM PoccHiickoit Denepanpu
B 00J1aCTH NIEPCOHANBHEIX JAHHBIX, BKIIYAIOT:

Ha3HAYCHHUE JINA, OTBETCTBEHHOIO 3a OPraHU3alNI) 6e301aCHOCTH NEPCOHANBHEIX
JAHHBIX B YUpeK/ICHUHN;

IIPUHATHE JIOKAIBHBIX HOPMAaTHBHBIX aKTOB H WHBIX JOKYMEHTOB B obnacru 6630HHCHOCTI/I
H 3alIUTHI IePCOHAIBHBIX JaHHBIX:

OPTaHM3alHI0 00YYEHHS U MPOBECHHE METOIHUCCKOMN paboTsI ¢ paboTHHKAMHI
CTPYKTYPHBIX IOApasAeNeHHH, 3aHHMAIOIIMH JIOJKHOCTH, BKIIOYEHHEIE B [IepeveHnL
AOIBKHOCTEH, IPH 3aMENIEHUH KOTOPBIX OCYIIECTBIAETCH Be30macHocTs IIEPCOHATBHBIX
JAHHEIX;

IIOTyH4EHHE COTIACHH CYOBEKTOB I€PCOHANBHBIX JAHHBIX HA 00paboTKy HX MePCOHANBHEBIX
AGHHBIX, 33 HCKIIOYCHUEM CITY4aeB, IPETYCMOTPEHHBIX 3aKOHOAATENLCTBOM Poccriickoii
Denepariuu;



*  000CcOONEHNE MEPCOHATBHBIX JAHHEIX, 0bpabaTeIBaeMBIX 6€3 HCIONB30BAHMS CPEJICTE
4BTOMATU3ALIH, OT HHOH HH(POPMALKH, B YACTHOCTH IIyTEM X (pukcanmu Ha OTAETBHBIX
MATEpPHANbHBIX HOCUTEIISX TIEPCOHATBHEIX JAHHEIX, B CIICIHATBHBIX pasjenax;

° UGGCHG‘IGHHS Pa3neNbEHOrO XpaHeHus ICPCOHANBHBIX MAHHbBIX H UX MATCpUAJIBHBIX
HOCHTBJ’IGﬁ, besomacnocts KOTOPLIX OCYHICCTBIIAECTCH B Pa3HBIX LEIIX U KOTOpEBIC
COHOEpIKAaT pa3sHbIe KaTCTOPHH IICPCOHAILHBIX JaHHBbIX

® YCTQHOBIICHHE 3ampeTa Ha Iepeaady IepCcoHaTbHBIX JaHHBIX 110 OTKPBITHIM KaHaJIaM
CBA3H, BRITUCTUTELHBIM CETSIM BHE IIPENETOB KOHTPOIMPYEMOH 30HBI, ceTam MHTepHer
0€3 IpUMEHEeHUs YCTAHORICHHbIX B Yupexaennn Mep 110 o6ecreveHnto 6e30IacHoCTH
NCPCOHANBHBIX JAHHBIX (38 HCKITIOUECHHEM 00IIENOCTYIHEIX U (HH) 06e3THIeHAbIX
IEPCOHANIBHBIX JIAHHEIX );

¢ XPaHCHME MAaTCPHANBHBIX HOCHTENEH IEPCOHATBHBIX TAHHEIX ¢ COBIOICHIEM YCIIOBHIA,
00eCITeTMBAIOIIX COXPAHHOCTE ePCOHANBHBIX NAHHBIX 1 HCKITHOYAIONIMX
HECAHKIIHOHUPOBAHHBIH OCTYII K HHM;

* OCYLIECTBICHHE BHYTPEHHETO KOHTPOJIS COOTBETCTBUS OE30MACHOCTH [IEPCOHATBHBIX
JaHHEIX PezepanbHoMy 3aKoHy «O HEePCOHANBHBIX TAHHBIX) U IPHHATHIM
B COOTBETCTBUM C HUM HOPMATHBHBIM IIPABOBBIM aKTaM, TPeGOBAHHSIM K 3alHTe
TICPCOHANLHEIX TAHHBIX, HACTOIEH [TOIUTHKE, I0KAIEHEIM HOPMATHBHBIM aKTaM
YuapexeHus;

*  MHBIC MEPBL, IPEyCMOTPERHbIE 3aKOHOAaTeMbeTBOM Poceniickoit Mesepanuy B o6nacTu
NIEPCOHATIBHBIX JAHHBIX.

11.2. Mepsl 10 o6ecniedeHno 6e30MacHOCTH NEPCOHANIPHBIX JIAHHBIX ITPU UX 06paboTKe

B HHQOPMAITHOHHBIX CHCTEMAX IEPCOHAITBHBIX TAHHBIX YCTaHABIIHBAKTCS B COOTBETCTBHH

¢ TOKANbHBIME HOPMATHBHBIMHU AKTAMH Y UPENEHHS, PErTaMEHTHDPYIOHME BONPOCHI
obecreyeHns 6e30aCHOCTH TIePCOHANBHDBIX TAHHBIX pH BX 00paboTKe B HH(OPMALHOHHBIX
CHCTEMAaX Y UPEK ICHHS.

12. KonTtpons 3a coGmrosiennem 3akonoarenserea Poccriickoit Denepaiin U IOKATBHEIX
HOPMAaTHBHBIX aKTOB YUPEKACHNUS B 00JIACTH EPCOHATLHBIX JAHHBIX, B TOM YHCIIE TpeboBaHuit
K 3al1UTe IEPCOHANBHBIX JAHHEIX

12.1. KonTposs 3a cobmonenunem CTPYKTYPHBIMH ITOAPA3NICIICHUAME Y YPEIKICHUS JTOKATLHBIX
HOPMATHBHBIX aKTOB B OOJIACTH IEPCOHANBHBIX TAHHBIX, B TOM YHCIIE TpeOOBaHMI K 3aIuTe
TICPCOHATLHLIX TAHHBIX, OCYIICCTBIIAETCA C LEIBIO IIPOBEPKH COOTBETCTBHS 0e30IaCHOCTH
[IEPCOHAILHBIX JAHHBIX B CTPYKTYPHBIX [OAPA3Ie/ICHAIX JTOKATBHEIM HOPMATHBHBIM aKTam
Yupexnenus B 00NACTH IEPCOHATLHBIX JaHHBIX, B TOM YHCIIe TPeOOBAHUAM K 3aIlHTe
[IEPCOHANEHBIX NAHHBIX, A TAKXKE IPUHATBIX Mep, HAPABICHHBIX Ha NPEIOTBpaIleHIE

H BBIIBICHUE HAPyUICHUH 3aKOHOAaTebeTBa Poceuiickoit Denepaun B 06macTa TIEPCOHATBHBIX
AQHHEBIX, BLIABICHHA BOSMOKHBIX KAHAIIOB YTEUKH U HECaHKIMOHHPOBAHHOTO TOCTYNA

K IEPCOHANBHBIM JAHHBIM, YCTPaHEeHHS [10CICICTBHN TAKHX HAPYUIEHHH.

12.2. BHyTpeHH¥I KOHTPOIIB 3a COOTIOACHHEM CTPYKTYPHBIMH IOApa3aeeHUAMH JTOKATLHBIX
HOPMaTUBHBIX aKTOB YUPEkKAEHHS B 0ONACTH IEPCOHATLHBIX JAaHHBIX, B TOM 4HCIIE TpeOOBaHHIT
K 3alATC IEPCOHATBHEIX JIAHHBIX, OCYIIECTBIIETCA JIHLOM, OTBETCTRCHHEIM 34 OpraHH3aIHIO
0e30MacHOCTH NEPCOHATBHBIX JAHHEIX B Yupexienun.

12.3. TlepconanbHas OTBETCTBEHHOCT 34 colIoIeHHe TPeOOBaHMIl 3aKOHOATE/IbCTRA
Poccuitcxoi @epeparnm u T0KaTbHbIX HOPMaTHBHBIX aKTOB Y YpesKIeHHUS B 0OIaCTH



—

HCPCOHANLHBIX NAHHBIX B CTPYKTYPHBIX NIOAPA3NCIEHATX YUPEKIeHns, a TacKe
3a obecnevenne KOHGUIEHIHANLHOCTY 1 6e30ACHOCTH IEPCOHANBHEIX AAHHBIX B YKA3aHHBIX
MOPA3ENEHUX BO3NAIAETCS HA UX PYKOBOIHTENCH.



